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• Risk Management
• set up and maintain resilient ICT systems and tools to identify and minimize ICT risk on a continuous 

basis, set up protection and prevention measures

• Digital operational resilience testing
• test the operational resilience of capabilities and functions included in the ICT risk management 

framework to identify weaknesses, deficiencies or gaps

• ICT third-party risk
• critical ICT third-party service providers in the financial sectors to adhere to an oversight framework.

• Incident reporting
• establish and implement a management process to monitor, classify and report major ICT-related 

incidents to competent authorities

• Intelligence sharing
• financial entities to set up arrangements to exchange cyber threat information and intelligence 

amongst themselves.

DORA Fundamentals
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NIST Cyber Framework
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Zero Trust is a Journey Not a Product
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Best of Breed ??

Or Weakest Link ?
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Gartner Cybersecurity Mesh Architecture
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Executive Guide to Cybersecurity Mesh, 2022
Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary 
Ruddy, Patrick Hevesi. As of October 2021
This graphic was published by Gartner, Inc. as part of a larger research document and should be 
evaluated in the context of the entire document. The Gartner document is available upon request 
from Fortinet.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. 
and internationally and is used herein with permission. All rights reserved.
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Steps to DORA?



1. Risk Management
set up and maintain resilient ICT systems and tools to identify and 
minimize ICT risk on a continuous basis, set up protection and 
prevention measures
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2. Digital operational resilience 
testing
Test the operational resilience of capabilities and functions 
included in the ICT risk management framework to identify 
weaknesses, deficiencies or gaps.
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3. ICT third-party risk
Assess, monitor and document ICT third-party risk
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Reconnaissance
FortiRecon (SaaS)

• View organisation from outside
• Brand & Reputation protection
• Monitors Web & Dark Web
• Impersonation detection
• Detect Credential leaks, Campaigns etc



4. Incident Reporting
Establish and implement a management process to monitor, 
classify and report major ICT-related incidents to competent 
authorities
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Incident Reporting

SOAR: Security orchestration, automation and responseSIEM: Security Incident & Event Management



5. Intelligence Sharing
Set up arrangements to exchange cyber threat information and 
intelligence amongst themselves.
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FortiGuard Labs Overview
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480+ Best-in-class integrated solutions for comprehensive protection
Open Ecosystem 
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Fortinet-developed deep 
integration automating security 
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SecurityWirelessSwitchingFirewalls

Figures as of March 31, 2021
Note: Logos are a representative subset of the Security Fabric Ecosystem
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Fortinet Fabric DORA Summary

Risk Management
• Asset discovery
• Security posture assessment
• Behavioural monitoring
• Identity Management
• Least privilege access
• Posture based segmentation

Digital Operational Resilience testing
• Cyber education + weak link identify
• Email & Content deconstruction
• Deception de-obfuscation
• Exposed asset pen-testing
• AI baselining & anomaly detection

ICT 3rd Party Risk
• External Malicious actor view
• Brand & Reputation protection
• Impersonation detection
• Detect credential leaks
• Monitor Web & Dark Web

Incident Reporting
• Multi-source log collation
• Ingest, normalise, contextualise
• Workflow + playbook
• AUTOMATION !!!
• Threat Response
• Export / Share

Intelligence Sharing
• Global threat intelligence
• Multiple formats – STIX, TAXII, CSV, MITRE
• Import & Export
• Broad Fabric Alliance Integration.
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